
Blockchain 101:  



 

Abstract 

 

Our paper describes: 

 findings on the technology of Blockchain in Karachi 

 the implications of the internet on the future 

 possible avenues of the use of Blockchain in Pakistan  

 

Introduction: 

  

Blockchain is a protocol that allows a peer to peer exchange of value. Value, assets, or money is 

exchanged using contracts in a system that promotes trust and maintains identity. Prior to this 

there was not a protocol for exchange of value without the maintenance of a database at 

central authority.  

 

Blockchain is a trusted ledger that allows users to access reliable information. Readers may 

become more familiar with communication protocols, widely known as a set of rules, such as 

the domain name system (DNS), how Internet domain’s names are located and translated into 

Internet Protocol addresses or, SMTP (Simple Mail Transfer Protocol) a TCP/IP protocol used for 

sending and receiving e-mail.  

 

The internet is layered with protocols for exchanging information and so Blockchain will 

revolutionize how we exchange value. Blockchain features a distributed decentralized database 

that eliminates the reliance on a central trusted administrator. In the context of bitcoin, the 

blockchain is a timestamped digital ledger recording every bitcoin transaction occurring and 

that has ever occurred.  

 

Suggestions to use blockchain include ways to use this technology with and without the 

bitcoin’s network (blockchain). There are two types of blockchain, public and private which can 

be sub divided into three other possible sets of: 

1. blockchain permissioned, 

2. permission-less  

3. consortium based chain. 

 

 A permissioned public blockchain, can be proprietary coins or currency protocols, or ledger, it 

may fall into public or private chain. A permission-less public Blockchain is the bitcoin and other 

open networks/coins chain. A private blockchain doesn’t necessitate a permission or permission 

less structure but can allow for access to limited transaction processors actually. 



 
Blockchain allows trust to be created and maintained in an exchange of value without a central 

intermediary. Due to the structure of the technology, all users of the blockchain become 

participants (nodes) in the transaction by maintaining a ledger that records and confirms the 

transaction every time the blockchain progresses. The more nodes there are in the network 

confirming the transaction, the more secure the system becomes in maintaining its integrity.  

As this technology is explored worldwide for its different applications we explore its adoption 

into the Pakistani economy.   

 

Problem Definition: 

  

How to change the status quo? The problem we face is one of a disorganized and oblivious 

central authority. This problem is explored in issues surrounding medical records, land title 

registry, and educational verification. Each problem will be examined separately with a suitable 

technological solution. Every issue includes a question of who will bear the cost of 

implementing new system. How should any technological solution combat with the inertia of 

the system to reorganize assets and create incentive for change? For this method, we have 

identified the key stakeholders and complete beneficiaries for each system along with those 

threatened by innovation.  

 

 

 



Medical records over Blockchain 

 

Patients are encumbered with medical files to be carried to different health providers, such as 

hospitals and clinics which are unable to access a patient’s full medical history as it has been 

recorded into different databases or just kept at doctor and his PA level. 

 

Hospitals are required to run repeated test at additional costs to the patient. In the emergency 

situations of an ER, a patient’s life is at risk when doctors have to run tests to discover basic 

details on patients such as blood group and allergies or old medical history. Hospitals tend to 

re-run all tests to earn extra revenue. This could be a major obstacle but under the right 

circumstance it could save a patient’s life. 

 

Insurance companies giving comprehensive coverage, are not fully aware of the patient’s 

history or medical tests, as there is no place you could check or tap to see if the patient is telling 

the truth. This could be used to monetize a system such as this as it lowers the operating cost of 

a hospital, providing more power to the Doctor to diagnose their patients better based on old 

history, and insurance companies to build their risk cases before setting rates for life & medical 

coverage. Another key to this element is disbursement of funds. How can you verify bills, 

medical tests and diagnosis with absolute trust before disbursing funds for medical insurance?  

 

  
 

Our solution is a Permissioned Public Blockchain of Medical Records expressed as an entire 

solution for the patients, employers, hospitals, insurance companies and embassy. This will be 

used in consortium based chain.  
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The Value Proposition is  

1.       Instant access 

2.       Authentic information 

3.       Better diagnostics 

4.       Efficient claim processing 

5.       Verification 

6.      Interoperability in hospitals and labs 

 

In the case of medical records, the customers will include 

 Patients, who would need to travel out of country or even from one hospital to another 

 employers, who are interested in the wellbeing of labor,  

 hospitals, which would benefit from the complete history of a patient in ER or regular 

care.  

 

However, sharing records will not mean fewer tests unless the doctors who prescribe them are 

interested in the results. In addition to this, insurance companies will have better data and 

could verify risks based on past tests. 

 

Key Partners for the implementation will be: 

1. PMDC 

2. PMA 

3. LABS 

 

Land title registry: 

 

A central authority without political will to challenge the status quo has left the majority of land 

title registry unregulated. A title can be doctored or fabricated, leading to several claimants for 

a single land title. When a sale is made, it is often blocked in the courts for a long period. All of 

the issues can be attributed to a central choke point. 

 

The issue of co-ownership of land is also a major problem. Selling of just a portion of land is 

currently not possible as ownership cannot be verified with history of ownership either. 

We need to remove as much of the opportunities for "human mistakes" as we can, at the same 

time securing property rights and simplifying the record keeping process. If a pilot was to work 

the way it is believed it can, including the low cost of recording, it would create a gigantic leap 

in the protection of property rights, and that will 



1) give access to many people in the capital markets, and  

2) make investors feel more comfortable when doing business 

Monetization is similar to the current system where the government makes a fee at times of 

Data entry and Transfers, our system will charge the users and share royalty with the 

government. In the private sector, mortgages and insurance will rise to international standards 

per capita and be another revenue stream. Our solution is a permission multi chain, multi-

signature based on Public Blockchain for land title registry with time stamping on bitcoin 

Blockchain. 

 

1 Timestamping Bitcoin 

2. Blockchain 

3. Smart Contracts 

 

In the case of the land records, stakeholders include: 

 The government, whose revenue and records are tied into the old system 

 Banks, which are unable to offer mortgages in line with international levels per 

population due to unique problems in our system and 

 The citizens for whom the old system made land a difficult asset to control.  

 

The shared control or fractional ownership is not possible with current systems. This will impact 

in a big way that multi-sig wallets based on blockchain, specifically the bitcoin blockchain, will 

not only allow verification of records in a secure manner but maintain history of transfers with 

surety that lands cannot be sold to third parties without their approvals first. The insurance 

companies will have better options to evaluate, verify ownership and title before issuing any 

sort of property insurance.  

 

Educational records: 

 

Employers are unable to verify the authenticity of a degree presented to them by employees. 

The biggest issue surrounding this is that the employers are not authorized to check with 

issuing school/college/university to verify if the degree is forged. The process for getting a 

degree verified even for the degree holder is very cumbersome and requires multiple visits to 

the issuing authority of the degree, and if in another city or country becomes an almost 

impossible task. 

 

  



 
 

 

 

Our degree verification solution is a public blockchain as degree verification system works with 

timestamping on bitcoin blockchain. 

 

- Student Alumni required to fund this system 

- HEC will charge students for every degree submitted to be checked 

- App required at HEC to receive data from universities and to submit data from 

universities and to submit data to Blockchain 

- App required at employers end to scan GR code 

 

The Universities, Students, Alumni, Employers, and the HEC will benefit. HEC, however, will not 

be required in this solution as the institutions who have the approval to issue degrees will do so 

directly. Verifications will be available publicly at a click of a button to ensure transparency over 

Blockchain.  

 

Alternative Solution without getting HEC involved is where university hashes the student data 

directly over Blockchain. The HEC has authorized the universities for degrees hence it may not 
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be required to consult or have them involved. Hence a direct solution where the universities 

are able to write to blockchain may be faster and more efficient, while the students and 

employer have the ability to check and verify the originality of the degree. 

 

 
 

 

Conclusion 

 

Blockchain is an entirely new concept, having something transparent and available for 

verification over a distributed ledger. To realize the full potential of what has been discussed 

above will require collaboration and standardization among entities that likely have divergent 

interests and needs. We believe now is the time to jump into this to provide a better and more 

robust solution, while providing a more secure environment over blockchain. Degree 

verifications, healthcare and land records all have great potential in Pakistan as they are 

working on outdated, slow and reliable setups. 
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